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Introduction

THE Risk I'T THE Risk IT

« PwC’s global contract with ISACA FRAMEWORK PRACTITIONER

(QUIDE
e Recent involvement in:

e Risk IT Framework and Practitioner’s Guide

sk Uiniverss, Appafite and Toleranca

» Latest version of IT Governance S— ——
Implementation Guide
» Taking Governance Forward (TGF) ERAIT  HSACA IRTAIT  ISACA
e ValIT ver 2
« COBIT5
AND . ALLE The Val IT Framework 2.0
IT GOVERNANCE
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Introduction

e PwC conducted market research on behalf of the ITGI on the
governance of enterprise IT (GEIT) from June — August 2010

« 4thedition — similar reports in 2008, 2006 and 2004, but a
major revamp in 2010

» 834 surveys, 21 countries, 11 languages, 10 industries - of
which 704 web surveys and 130 telephonic interviews

e 450 Heads of IT (CIOs/IT managers), and 384 business
executives

» ISACA membership base not specifically targeted

PwC



Key findings from the analysis of the Canadian
respondents’ data

1. Canadian organisations should ensure adequate focus on the governance of
EA, where the right GEIT mechanisms can ensure a focus on agility and
flexibility to enable more rapid business change

2.  While more Canadian respondents described the role of IT as proactive
compared to the global respondents, it was cited by more IT than business
respondents

3. The most important initiatives planned by Canadian respondents in the
next 12 months all require significant business-IT interaction and an optimal
decision-making model which can ensure the involvement of the right
stakeholders in the best possible way.

4. The most common IT-related issue experienced was increasing IT costs, yet
it is not reported as a significant driver for GEIT activities.

5. Canadian organizations are cognizant of the influence of the culture of the
organization, its way of working, and human factors on GEIT
implementations.
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| Key findings from the analysis of the Canadian
respondents’ data (2)

6. Outsourcing is widely prevalent among Canadian respondents. Governance
mechanisms dedicated to sourcing can add significant value in complex,
multi-vendor sourcing environments.

7. Canadian respondents appear to be more risk averse when it comes to

emerging technologies (such as social networking tools) compared to their
global counterparts.
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Finding 1: Contribution of IT to the business is
widely recognised, with value creation of IT
investment the most important dimension

IT investments create value
for the business

IT service leve's meet the
business needs

IT supports the business
strategy

IT enadles rapid business
change

IT supports business
regulation and compliance
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M Strongly
disagree/
Disagree/
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®m Neither/nor

Agree

W Strongly agree
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» IT enablement of rapid
change as an area for
improvement

» Enterprise
Architecture as a
mechanism to address
flexibility and agility

* Need for right GEIT
mechanisms to
governance EA
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Finding 2: Canadian respondents mostly rely on
technology standards and architecture processes

to govern EA

» Existing use of both
architecture processes and
standards are higher than
for the global respondent
base

« To improve agility and
flexibility, governance of
EA should focus on
decision-making
structures, principles and
frameworks

PwC

A framework for the governance and
management of EA, such as The Oper Group
Architectura Framework (TOGAF)

Enterprise architecture principles with whick all
Tintiatives need to comply

Structures such as an architecture review board
or comm ttee

Definec architecture processes

Defined technology stendards

B Exists
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Finding 3: Canadian Heads of IT are more likely to
be a member of the senior management team

Member of senior management team 80.5 B Global

' ' ' ' ' B Canada
65 70 75 ac 85

* Head of IT’s involvement in the senior management team vs. role of IT (pro-active vs
reactive)

» IT’s early involvement in planning of new business ventures

e CIO = Chief Innovation Officer
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Finding 4: The majority of Canadian respondents
view the role of IT in their organisations as pro-

active

Business respondents describing the rele as pro-
active

Heads of IT describing the role as pro-active

Allrespondents describing the role as pro-active
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® Global mCanada
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* Views of Canadian
respondents are more
positive than the global
respondent base

» Possible correlation
with higher percentage of
Canadian Heads of IT
being a part of the senior
management team

* Views of business
respondents less positive
than IT respondents —
GEIT opportunity
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Finding 5: The most prevalent initiatives planned for
the next 12 months are systems implementations and

upgrades and data/information initiatives

Green IT/sustainability initiatives
Outsourcing IT services

Changing internal IT costing arrangments
Data or information initiatives

IT supported compliance initiatives

IT risk management initiatives

IT cost reduction initiatives

Major IT system implementations or upgrades

Major IT infrastructure initiatives

39

51.2

B Global mCanada
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Finding 6: Increasing IT costs is the top issue
experienced by Canadian respondents in the past 12
months

Increasing IT costs
Return on investment not as expected
Serious operational IT incidents

IT security or privacy incidents

Problems with external IT service providers

Insufficient number of IT staff

Insufficient IT skills

Problems implementing new IT systems

IT disaster recovery or business continuity issues

None of the above

B Global mCanada
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| Finding 7: One-eighth of Canadian respondents

have recently ended an IT-related project
prematurely

Percentage of respondents mentioning the 21
premature termination of an IT-related E Global

project 122
m Canada

* Question pertains only to projects not being completed (vs. those not successful
in terms of budget, schedule, quality or benefits delivered)

» Prevalence of PMOs that drive PM governance, processes and methodologies

» Popularity of certifications such as PMP and PRINCE2

PwC
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Finding 8: Alignment of IT with current business
needs is the top driver for the GEIT activities of
Canadian respondents

Avoiding negative incidents

Managing costs

Ensuring that current IT functionality is
aligned with current business needs
B Global
Increasing agility to support future

changes in the business ® Canada

Achieving better balance between
innovation and risk avoidance to improve
return

Complying with industry and/or
governmental regulations
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Finding 9: Some improvements to GEIT maturity

can be made

We do not think that this isimportant

We understand that this is an issue but are
just starting to assess what needs to be
done
We are well aware that this is important
and we have @ number of ad hoc measures
inplace

We have well-def ned governence of T
measures and processes in place
We have well-functioning governance of /1

processes and a performance measuring
systemin place

Qur processes relating to governence of IT
are continuously optimized

Don t<row

22.7
26.8
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I
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35

W G obal
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¢ No Canadian
respondents that are
continuously optimising
the GEIT environment

e Importance when
considering the major
initiatives planned by
respondents

* Smaller organizations
have a lower maturity
profile than larger
organizations
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Finding 10: Canadian respondents recognize the

significant role culture plays in implementing
GEIT

The culture of the organisation, its way of uﬁ
working and human factors 56.1
The regulatory environment and specific _ 3317
compliance requirements 34,1
7 m Global

The business objectives or strategy _ 257 N Canads
Industry or market forces “24?-5 9
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Finding 11: The most common GEIT outcomes are
improvements in IT risk management and
alignment

Improved management of IT-related risk
Improved return on IT investments
Lower IT costs

Improved transparency of IT and its activities

Improved communication and relationships
between business and IT
Improved tracking and monitoring of IT
performance

Improved IT innovation
Improved IT delivery of business objectives
Improved business competitiveness

Noneof the above

0] 5 10 15 20 25 30 35 40 45 50

m Global mCanada
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Finding 12: The most common challenge
implementing GEIT is trying to do too much at
once

Change management

Communicationsissues

Lack of senior management commitment and
support

Difficulty demonstrating value and benefits
Getting required business participation

Ineffective current enterprise governance

High levels of organisation complexity (operating
model, organisational)

Trying to do too much at once 48.8

Don't know

None of the above

0 10 20 30 40 50 60

m Global mCanada
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Latest version of Implementation Guide

Identify role
players

PWC 4 What needs to pe 407
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| Finding 13: Canadian respondents are less likely
to have full outsourcing than global respondents

Canada

Global

W Fully outsourced
m Partially outsourced

W Nooutsourcing

0% 20%

O

40% 60% 80% 100%
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Infrastructure provisioning

Infrastructure mantenarce

Lon tKNow
Application development and/or maintenarce IR GENEEGEG—GCS T &

I'l help desk

End user support
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Finding 14: 60% of respondents are using or
planning to use cloud computing for non-mission-
critical IT services

For mission-critical IT services (Global
respondent base)

ey GO s
respondents)

For non-mission critical IT services (Global
respondent base)

For non-mission critical IT services (Canadian
respondents)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%100%

M Currently using  MPlanningtouse ™ Not planning to use
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Finding 15: Data privacy and security are the
main concerns of those respondents not planning
to implement cloud computing

_ 47.2

Data privacy concerns

' 15.7

Compliance concerns -111
_ m Global

Reliability concerns 41.7
Y 44 .4 m Canada
Legacy infrastructure investments m 34.6
25.2
Other FZZ.Z
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Finding 16:
Reducing
contractor and
permanent staff
numbers were
the main
responses to the
economic
downturn

PwC

Reduced permanent staff numbers

Reduced contractor staff numbers

Consolidated sites/data centres

Consolidated infrastructure (servers, networks,
etc.)

Reduced application licenses
Consolidated the application portfolio

Optimised the project portfolio

Implemented stricter investment evaluation
measures

Centralised IT procurement

Redefined service level agreements (SLAs) with
external service providers

Redefined service level agreements (SLAs) with
the business to better manage demand

Invested in technologies that can reduce process
or business cost

Changed sourcing arrangements
Changed approach to governance of IT
None of the above

Don't know

H Glohal

M Canada
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Treining for IT managers to better uncerstanc
how IT innovations can create business
opportunities

Assigned responsibilities for monitaring
emerging techralogies and their potentia
business application
Special investment eppraizal and funding
mechanisms to nerform plots with emerging
tachnologies

Allocat on of time to spend working on
experiments or trying out ideas

Collaborative programmes where IT and business
staff can work together on innovation

Other

Don't xnow

m Global

3C.2
30.1
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154

28.9

24

o
(8]

PwC

Finding 17: IT
innovation is
promoted
through
training to
create business
insight, and
assigning
responsibilities
for monitoring
emerging
technologies
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Finding 18: A minority of Canadian respondents
feel that the benefits of employee use of social
networking outweigh the risks

The benefits of employees using social
networking outweigh the risks

The risks of emplovees using social networking

outweigh the benefits 51.2

The risks and benefits of employee use of social
networking are appropriately balanced

Don't know
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Questions

Gert du Preez

403.509.7579
gert.du.preez@ca.pwc.com
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