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Overview

• Brief history of audit automation

• Why automate?
• Benefits and Efficiencies 

• Audit Management System Components and Functionality

• Implementation Considerations



Audit Automation – where have we come from?

• Early ’90s – social anthropology study
• Auditors – essentially documenters

• 50 % of time documenting & reviewing
• 22 % of time on admin & planning
• 28 % of time auditing

• How could more value be added to the audit process?

• Spend less time on
low value-add activities

• Focus on value-add
activity
• Auditing



First Attempts at Automation

• Electronic Working Papers
• Focus on storing of Word / Excel documents
• Cross referencing
• Sign-off – completed and reviewed



Evolution of Audit

• Then
• Small and “less important”
• Focus on financial audits
• Re-performing same procedures every year

• Now
• High profile
• Important part of broader governance infrastructure 
• Need to be risk-focused
• Manage resources (even/especially if limited)
• Manage and report on costs
• Ensure recommendations get implemented



How has Audit Automation kept up?

• Electronic Working Papers replaced by
Audit Management Systems

• Focus on:
• Complete solution
• Integration of functionality
• Data flow
• Ease of access to appropriate information
• Integration / interoperability with complementary tools

• Internal Controls Documentation, GRC



• Compliance with IIA Standards
• 2007 IIA Emerging Issues report included these recommendations 

following from results of external QA reviews
• Formalize the annual audit planning and risk assessment process
• Use metrics to compare actual use of resources to the budget
• Develop and enforce working paper standards, including sample 

formats, documentation requirements, indexing, and cross-referencing 
techniques with sufficient flexibility to serve as guidance for all types 
of audits, reviews, and evaluations

• Enhance supervision of auditors by conducting/documenting reviews 
of audit work and results at key milestones rather than just at the end 
of the engagement

• Improve the timeliness of audit reports
• Audit Management Systems can contribute to addressing these 

recommendations

Why Automate?



Why Automate?  Cont’d

• Add efficiencies and effectiveness in the following activities
• Risk Assessment

• Distributed self assessments to feed risk assessment process
• Scheduling

• Database scheduling tools far more efficient and powerful for larger teams as 
compared to Excel-based tools

• Efficient reporting
• Easy viewing by resources

• Working papers
• Knowledge sharing of best practices
• Audit program content
• Cross referencing
• Efficient reporting



Why Automate?  Cont’d

• Add efficiencies and effectiveness in the following activities
• Time and Expense Capture

• Efficient reporting
• Project Tracking

• Monitor the progress of individual projects
• Issue Tracking and Follow up

• Common tool for use audit and management
• Email notifications
• Workflow
• Reporting efficiencies

• Audit management
• Senior management
• Audit Committee

• Data mining
• Quickly search across historic projects and issues



Why automate?  Cont’d

• Increasing efficiencies will reduce audit cycle time
• Recent PwC study1 indicated lengthy cycle times can erode 

stakeholder support of internal audit
• Factors contributing to lengthy cycle times included limited use of 

electronic work papers and other technology tools

• Drive standardization and consistency throughout the audit 
process
• Particularly important with less experienced or new staff
• Reduced coaching/guidance requirements

1 PwC 2008 State of the internal audit profession study



Why others have chosen to automate:
2008 IIA GAIN1 Survey – Internal Audit Workpaper Automation

1 Global Audit Information Network



Why others have chosen to automate:
2008 IIA GAIN Survey – Internal Audit Workpaper Automation



Why others have chosen to automate:
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Why others have chosen to automate:
2008 IIA GAIN Survey – Internal Audit Workpaper Automation



Primary Components of an Audit Management System

• Planning
Risk Assessment
Scheduling

• Conduct and Execution
Electronic Working Papers
Knowledge Management

• Engagement Management
Time and Expense Capture
Project Tracking

• Post-audit Activities
Issue Tracking
Ad hoc Queries and Reporting



Risk Assessment - Functional Overview

• Recommendation by the IIA to formalize planning and risk 
assessment process
• Ensure audit universe is known

and all entities considered
• Focus on risk-based auditing

• Adds structure and rigour
to risk assessment process

• Consistent with IC Framework(s)
• E.g., COSO

• Define relationships between
organizational Objectives,
Risks, and Controls

• Distributed assessments add efficiencies in data gathering

• Integration with ERM / ORM?



Risk Assessment – Considerations

• Flexible entity structure
• Change as your organization changes
• Ability to assess entities at any level in the audit universe

• Flexible risk scoring capabilities
• Ability to score both inherent and residual risk
• Ability to customize the risk scoring formula
• Ability to customize metrics/variables

• Auditor selection of projects included in audit plan – should not be set by tool

• Flexible reporting capabilities
• Output to different formats
• Customizable reports

• Distributed assessments
• Ability for management to contribute information to risk assessment exercise

• Cost of management’s use of tool

• Roll forward all or portions of a prior year’s assessment



Scheduling – Functional Overview

• Schedule audit projects and resources

• Database-driven for maximum flexibility / capability

• Ensure that projects identified are scheduled

• Ensure that appropriate resources are allocated to projects



Scheduling - Considerations

• Flexibility of views
• Views by project, resource, etc

• Ease of use
• Drag ‘n drop scheduling of projects / resources

• Repository of resource skills, capabilities, etc.

• Powerful Reporting
• Filters, output type

• Ease of access for remote users

• Transfer to calendar system



Electronic Working Papers – Functional Overview

• Drive your methodology

• Flexible, logical layout

• Audit programs and procedures in forms, not merely attachments

• Automated indexing 

• Work paper management and cross-referencing

• Assign responsibility,
sign-off & review

• Visual indicators of
status, etc.

• Project summaries

• Reporting
• Add efficiencies to

process



Electronic Working Papers - Considerations

• Powerful and flexible reporting
• Two-way data flow – changes in report documents can update 

application’s database
• Support for true risk-based auditing

• Linkage of risks, controls and procedures within project to risk assessment
• Ability to evaluate post-audit risk or control effectiveness

• Highly configurable – ability to capture the information needed to support 
your audit methodology and reporting requirements

• Replication model – ability to work while disconnected from network
• Also enables review of work being undertaken remotely

• Tight integration with Word and Excel – ability to create point-to-point 
hyperlinks within and between documents

• Integrated scanning – scan directly into your project

• Drag ‘n Drop working papers



Knowledge Management

• Functional Overview 
• Storage of information for use in projects

• Audit programs and procedures
• Audit working papers templates, and linkages to procedures
• Best practice issue/ exception descriptions

• Considerations
• Availability of third-party content in tightly integrated format

• E.g., CobiT, IIA’s QA Framework, AuditNet.org



Capture of Time and Expenses – Functional Overview

Time and expense sheets

Monitor budget vs. actual time and expenses

Monitor utilization



Time & Expense Capture - Considerations

• Integration with other modules in toolset

• Configurability
• Does it have the flexibility to capture the level of detail you need?

• Capture of project, administrative and non-working event time

• Time capture tends to be primary value
• Typically not expense reimbursement systems



Issue and Implementation Tracking – Functional Overview

• Systems to track management’s progress in addressing audit’s 
recommendations

• Document management’s responses and action plans

• Capture of status updates, date revisions, approvals



Issue and Implementation Tracking – Considerations

• Ability of management to use tool
• Cost of management’s use

• Powerful workflow, including email notification

• Ability to customize email notifications

• Flexible reporting

• History log of all activities



Project Tracking

• Functional Overview 
• Help to identify where projects fall behind schedule
• Ability to monitor status of ongoing and historic projects

• Considerations
• Dashboard capability
• Reporting of project-specific milestones, aging



Ad Hoc Queries & Reporting

• Functional Overview
• Ability to report across

historical projects and
issues

• Data mining and multi-
conditional reporting

• Considerations
• Powerful, flexible reports
• Graphical presentation
• Ability to export in

different formats



Additional Tool Selection Considerations

• Flexibility / configurability vs. “customization”
• How easily can the tool be adapted to support your needs

• Complete solution
• Does it meet your current and future needs?
• Can your evolving needs be easily incorporated into the tool
• Will the tool evolve as the audit function evolves?

• Connectivity issues & infrastructure requirements 

• Integration with other systems

• Hidden costs



Additional Tool Selection Considerations

• Commitment and support
• Is the vendor investing in the product?  What is the future direction of the 

product?  Will it continue to be supported by vendor?

• Active community of fellow users willing to share experiences



Implementation Considerations

• You are implementing more than just technology
• Therefore, you need to think about more than just technology

• In addition to identifying what your needs currently are, think about 
what they should be
• Audit methodology
• Reporting requirements

• Project
• Audit function
• Senior management and Audit Committee

• What were the results of your QAR, if you’ve had one?
• Ensure your tool can help close any gaps

• How is your audit function measured?
• Ensure the tool captures information to enable you to track, report on, 

and improve your KPIs

• Use the implementation of your tool as a change agent
• Proactively manage change



Implementation Considerations

• Don’t underestimate the effort to implement the tool
• Major factor is in making decisions

• If you have a clearly articulated audit approach you are ahead of the game
• Consider implementing in phases

• Identify at least two “Champions”
• They should become super-users, go-to resources for your team
• Ideally a solid IT background, but not necessary

• Champions should be actively involved in the implementation
• Your champions should undertake the configuration
• Resist the temptation to have the vendor configure the product for you

• Devote resources to the implementation, not needed to be full-time

• Stay focused on the implementation and keep intervals between 
meetings fairly short
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